
‘ˆ‘’…Œ› ˆ ‘÷…„‘’‚� ˆ�”�÷Œ�’ˆŠˆ, 2021. ’. 31. ü 3. ‘. 60{69

БЕЗОПАСНОЕ МАСШТАБИРОВАНИЕ ЭЛЕКТРОННЫХ
БУХГАЛТЕРСКИХ КНИГ НА ОСНОВЕ ТАНГЛА∗

А. А. Грушо1, А. А. Зацаринный2, Е. Е. Тимонина3

�−−®â�æ¨ï: ÷�áá¬�âà¨¢�¥âáï í«¥ªâà®−−�ï ¡ãå£�«â¥àáª�ï ª−¨£� (��Š), ®á−®-
¢�−−�ï −� ª®−æ¥¯æ¨¨ ¡«®ªç¥©−�. ÷�§¢¨â¨¥¬ âà�¤¨æ¨®−−®£® ¡«®ªç¥©−� áâ�«
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ä®¬ (DAG | Directed Acyclic Graph) ¨ ª®â®àë© ¡¥§®¯�á−® åà�−¨â ¨−ä®à-
¬�æ¨î ® âà�−§�ªæ¨ïå. –¥−âà�«¨§®¢�−−ë© ª®−á¥−áãá ¯à¥¤¯®«�£�¥â ª®−æ¥−-
âà�æ¨î äã−ªæ¨© ª®−âà®«ï ¢ ¥¤¨−®¬ ®à£�−¥. Œ�áèâ�¡¨à®¢�−¨¥ ��Š ¢ àï¤¥
á«ãç�¥¢ ¯®à®¦¤�¥â ã£à®§ë ª®ààã¯æ¨¨ ¨ ¬®è¥−−¨ç¥áâ¢�. ÷�áá¬�âà¨¢�îâáï âà¨
â¨¯� ã£à®§, ª®â®àë¥ ®¯à¥¤¥«ïîâáï ª®ààã¯æ¨¥© ¨ á£®¢®à®¬ îà¨¤¨ç¥áª¨å «¨æ.
�¡¥á¯¥ç¥−¨¥ ¨−ä®à¬�æ¨®−−®© ¡¥§®¯�á−®áâ¨ ¯à¨ ¬�áèâ�¡¨à®¢�−¨¨ ��Š |
íâ® −�¯à�¢«¥−¨¥, ª®â®à®¥ −�ç¨−�¥â à�§¢¨¢�âìáï ¢ á¢ï§¨ á à®áâ®¬ æ¨äà®¢®©
íª®−®¬¨ª¨.
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1 Введение

�«¥ªâà®−−�ï ¡ãå£�«â¥àáª�ï ª−¨£� ®á−®¢�−� −� ª®−æ¥¯æ¨¨ ¡«®ªç¥©−� [1, 2].
“¯à�¢«¥−¨¥ §�¯¨áï¬¨ ¢ ¡«®ªç¥©−¥ ®¯à¥¤¥«ï¥âáï ª®−á¥−áãá®¬ [3]. ‚á¥ ª®−á¥−áãáë
¬®¦−® à�§¤¥«¨âì −� æ¥−âà�«¨§®¢�−−ë¥ ¨ ¤¥æ¥−âà�«¨§®¢�−−ë¥. ‘ â¥å−¨ç¥áª®©
â®çª¨ §à¥−¨ï æ¥−âà�«¨§®¢�−−ë¥ ¨ ¤¥æ¥−âà�«¨§®¢�−−ë¥ ª®−á¥−áãáë áå®¦¨, â�ª
ª�ª ª�¦¤ë© ã§¥« á¥â¨ ¨−¤¨¢¨¤ã�«ì−® ®â¢¥âáâ¢¥− §� ¡¥§®¯�á−®áâì ¨ åà�−¥−¨¥
á®¢¬¥áâ−® ¨á¯®«ì§ã¥¬ëå ¤«ï ��Š ¤�−−ëå. –¥−âà�«¨§®¢�−−ë© ª®−á¥−áãá ¯à¥¤-
¯®«�£�¥â ª®−æ¥−âà�æ¨î äã−ªæ¨© ª®−âà®«ï ¢ ¥¤¨−®¬ ®à£�−¥. �â® ®§−�ç�¥â, çâ®
¨¬¥¥âáï ¥¤¨−ë© ª®−â�ªâ−ë© ã§¥« ä®à¬¨à®¢�−¨ï ¨ åà�−¥−¨ï ¡«®ªç¥©−®¢.

÷�§¢¨â¨¥¬ âà�¤¨æ¨®−−ëå ¡«®ªç¥©−®¢ áâ�« â�−£« [4], ª®â®àë© ¯à¥¤áâ�¢«ï¥âáï
®à¨¥−â¨à®¢�−−ë¬ �æ¨ª«¨ç¥áª¨¬ £à�ä®¬ (DAG) ¨ ª®â®àë© ¡¥§®¯�á−® åà�−¨â
¨−ä®à¬�æ¨î ® âà�−§�ªæ¨ïå. ‚¥àè¨−ë (ã§«ë) ¢ DAG | íâ® âà�−§�ªæ¨¨. ‘¥âì
â�−£«� á®áâ®¨â ¨§ ¢¥àè¨−, ª®â®àë¥ ï¢«ïîâáï áãé−®áâï¬¨, ®âà�¦�îé¨¬¨ âà�−§-
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�¥§®¯�á−®¥ ¬�áèâ�¡¨à®¢�−¨¥ í«¥ªâà®−−ëå ¡ãå£�«â¥àáª¨å ª−¨£ −� ®á−®¢¥ â�−£«�

�ªæ¨¨ ¨ ®¡¥á¯¥ç¨¢�îé¨¬¨ ¢�«¨¤�æ¨î âà�−§�ªæ¨© á ¯®¬®éìî ®à¨¥−â¨à®¢�−−ëå
¤ã£.

�á−®¢−�ï ¨¤¥ï â�−£«� á®áâ®¨â ¢ â®¬, çâ® ¯®«ì§®¢�â¥«¨ ¯à¨ à¥£¨áâà�æ¨¨ âà�−-
§�ªæ¨¨ ª�ª ã§«� â�−£«� ¤®«¦−ë ¯à®¢¥áâ¨ ®¯à¥¤¥«¥−−ãî à�¡®âã ¤«ï ú®¤®¡à¥−¨ïû
¤àã£¨å à�−¥¥ ®¯à¥¤¥«¥−−ëå âà�−§�ªæ¨©. ’�ª¨¬ ®¡à�§®¬, ª�¦¤ë© ¯®«ì§®¢�â¥«ì,
á®§¤�îé¨© âà�−§�ªæ¨î, ¢−®á¨â ¢ª«�¤ ¢ ¡¥§®¯�á−®áâì á¥â¨. “§«ë ¯à®¢¥àïîâ,
çâ®¡ë ú®¤®¡à¥−−ë¥û âà�−§�ªæ¨¨ ¡ë«¨ −¥ª®−ä«¨ªâ−ë¬¨. …á«¨ ã§¥« ¢ëïá−ï¥â,
çâ® âà�−§�ªæ¨ï ª®−ä«¨ªâã¥â á ¨áâ®à¨¥© ¢ â�−£«¥, â® íâ®â ã§¥« −¥ ú®¤®¡à¨âû
ª®−ä«¨ªâ−ãî âà�−§�ªæ¨î.

„«ï á®§¤�−¨ï âà�−§�ªæ¨© ã§¥« ¢ë¯®«−ï¥â á«¥¤ãîé¨¥ ¤¥©áâ¢¨ï:

(1) ¢ë¡¨à�¥â ¤¢¥ ¨«¨ ¡®«¥¥ âà�−§�ªæ¨© ¤«ï ú®¤®¡à¥−¨ïû;

(2) ¯à®¢¥àï¥â −¥¯à®â¨¢®à¥ç¨¢®áâì ¢ë¡à�−−ëå ¤«ï ú®¤®¡à¥−¨ïû âà�−§�ªæ¨©;

(3) ¨á¯®«ì§ã¥â ªà¨¯â®£à�ä¨ç¥áª¨¥ ¬¥â®¤ë ¤«ï ä®à¬¨à®¢�−¨ï á¯¥æ¨�«ì−ëå,
á«®¦−® ¢ëç¨á«¨¬ëå ¤�−−ëå ¨§ ú®¤®¡à¥−−ëåû âà�−§�ªæ¨© ¨ á®¡áâ¢¥−−®©
¨−ä®à¬�æ¨¨.

�¥à¢ë¥ âà�−§�ªæ¨¨ ¢ â�−£«¥ −�§ë¢�îâáï £¥−¥§¨á®¬. ‚á¥ âà�−§�ªæ¨¨ ¢ â�−£«¥
¯àï¬® ¨«¨ ª®á¢¥−−® ®¤®¡àïîâ £¥−¥§¨á.

�á−®¢®© ®¡¥á¯¥ç¥−¨ï îà¨¤¨ç¥áª®© §−�ç¨¬®áâ¨ í«¥ªâà®−−®£® ¢§�¨¬®¤¥©áâ¢¨ï
ãç�áâ−¨ª®¢ íª®−®¬¨ç¥áª®© ¤¥ïâ¥«ì−®áâ¨ á«ã¦�â ¤®£®¢®àë (á®£«�è¥−¨ï, ª®−âà�ª-
âë), ª®â®àë¥ á®¤¥à¦�â âà¨ ¯�à�¬¥âà�:

(1) §�¤�çã, ª®â®àãî −�¤«¥¦¨â à¥è¨âì;

(2) æ¥−ã à¥è¥−¨ï §�¤�ç¨, ª®â®àãî −�¤«¥¦¨â à¥è¨âì;

(3) ¢à¥¬ï, §� ª®â®à®¥ −�¤«¥¦¨â à¥è¨âì §�¤�çã.

„®£®¢®à, ª�ª ¯à�¢¨«®, á¢ï§ë¢�¥â ¤¢ãå ãç�áâ−¨ª®¢: §�ª�§ç¨ª� ¨ ¨á¯®«−¨â¥«ï.
�â® ®â−®è¥−¨¥ ¬®¦−® ®âà�¦�âì −� ®â¤¥«ì−®¬ £à�ä¥ ¢ ¢¨¤¥ ®à¨¥−â¨à®¢�−−®©
¤ã£¨, −� ª®â®à®© áâ�¢¨âáï ¬¥âª� ¢ ¢¨¤¥ ¢¥ªâ®à� ¨§ §−�ç¥−¨© âà¥å ãª�§�−−ëå
¯�à�¬¥âà®¢.

÷¥§ã«ìâ�âë ¢ë¯®«−¥−¨ï ¤®£®¢®à®¢ â�ª¦¥ ®âà�¦�îâáï ¢ â�−£«¥ ¢ ä®à¬¥ âà�−-
§�ªæ¨©. �à¨ ¢ë¯®«−¥−¨¨ ¤®£®¢®à®¢ ¢ âà�−§�ªæ¨ïå ®âà�¦�îâáï �ªâë ® à¥è¥-
−¨¨ §�¤�ç¨, ¤®ªã¬¥−âë −� ®¯«�âã ¢ë¯®«−¥−−ëå à�¡®â ¨«¨ −� ¯à¥¤®áâ�¢«¥−¨¥
�¢�−á®¢ëå ¯«�â¥¦¥©. �â¨ ¤�−−ë¥ â�ª¦¥ ¬®¦−® ®â®¡à�¦�âì ¢ ¢¨¤¥ ¤àã£®£®
®à¨¥−â¨à®¢�−−®£® £à�ä�. ’�ª¨¬ ®¡à�§®¬, í«¥ªâà®−−®¥ ¢§�¨¬®¤¥©áâ¢¨¥ ãç�áâ-
−¨ª®¢ íª®−®¬¨ç¥áª®© ¤¥ïâ¥«ì−®áâ¨ æ¨äà®¢®© íª®−®¬¨ª¨ ¤®«¦−® ®¡¥á¯¥ç¨¢�âì
¤¨áâ�−æ¨®−−®¥ §�ª«îç¥−¨¥ ¤®£®¢®à� ¨ îà¨¤¨ç¥áª®¥ ¯®¤â¢¥à¦¤¥−¨¥ ¨−ä®à¬�æ¨¨
® ¢ë¯®«−¥−¨¨ ¨«¨ −¥¢ë¯®«−¥−¨¨ ¤®£®¢®à�.

ˆ¤¥ï ��Š á®áâ®¨â ¢ â®¬, çâ® ª�¦¤ë© áã¡ê¥ªâ íª®−®¬¨ç¥áª®© ¤¥ïâ¥«ì−®áâ¨
®¡«�¤�¥â â�−£«®¬, åà�−ïé¨¬áï ã −¥£® ¨ ¢ ã§«¥, à¥�«¨§ãîé¥¬ æ¥−âà�«¨§®¢�−−ë©
ª®−á¥−áãá. ‚ íâ®¬ â�−£«¥ ä¨ªá¨àãîâáï ¢á¥ ¤®£®¢®à−ë¥ ®¡ï§�â¥«ìáâ¢� ¨ à¥§ã«ì-
â�âë ¨å ¢ë¯®«−¥−¨ï. �á−®¢−�ï ¨¤¥ï ¡ãå£�«â¥àáª®© ª−¨£¨ [5] á®áâ®¨â ¢ ¤¢®©−®©
§�¯¨á¨, ª®â®à�ï ®âà�¦¥−� ¢ £«�¢−®© ¡ãå£�«â¥àáª®© ª−¨£¥. ‚ ��Š ª�¦¤�ï
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âà�−§�ªæ¨ï ¤®«¦−� −�©â¨ ®âà�¦¥−¨¥ ¯® ªà�©−¥© ¬¥à¥ ¢ ¤¢ãå â�−£«�å, ª®â®-
àë¥ ¯à¨−�¤«¥¦�â ¢§�¨¬®¤¥©áâ¢ãîé¨¬ ãç�áâ−¨ª�¬ íª®−®¬¨ç¥áª®© ¤¥ïâ¥«ì−®áâ¨.
‚ íâ®¬ á®áâ®¨â −¥¯à®â¨¢®à¥ç¨¢®áâì âà�−§�ªæ¨¨, ª®â®à�ï ¯à®¢¥àï¥âáï −� ã§«¥,
à¥�«¨§ãîé¥¬ æ¥−âà�«¨§®¢�−−ë© ª®−á¥−áãá.

‚ à�¬ª�å ®¤−®© ��Š ¢®¯à®áë ¢§�¨¬®¤¥©áâ¢¨© ¨ ¡¥§®¯�á−®áâ¨ à�áá¬®âà¥−ë
¢ à�¡®â¥ [6].

2 Масштабирование электронной бухгалтерской книги

Œ�áèâ�¡¨àã¥¬®áâì ��Š ¯®¤à�§ã¬¥¢�¥â ¢§�¨¬®¤¥©áâ¢¨¥ −¥áª®«ìª¨å ��Š.
‚ á¢ï§¨ á íâ¨¬ à�áá¬®âà¨¬ −®¢ë© ¢¨¤ ª®−á¥−áãá�, ª®â®àë© −�§®¢¥¬ á«®¦−ë¬
æ¥−âà�«¨§®¢�−−ë¬ ª®−á¥−áãá®¬ (‘–Š). ‘«®¦−ë© æ¥−âà�«¨§®¢�−−ë© ª®−á¥−áãá
¯à¥¤¯®«�£�¥â ¢§�¨¬®¤¥©áâ¢¨¥ −¥áª®«ìª¨å ��Š, ª�¦¤�ï ¨§ ª®â®àëå ®à£�−¨§®¢�−�
−� ¡�§¥ á¢®¥£® æ¥−âà�«¨§®¢�−−®£® ª®−á¥−áãá�.

�á−®¢−�ï ¨¤¥ï ‘–Š á®áâ®¨â ¢ ¯®áâà®¥−¨¨ ¨¥à�àå¨¨ ��Š. �à¥¤¯®«®¦¨¬, çâ®
¤®«¦¥− ¡ëâì ¢ë¯®«−¥− ¡®«ìè®© ¯à®¥ªâ, á®§¤�¢�¥¬ë© −� ®á−®¢�−¨¨ −®à¬�â¨¢−®-
£® �ªâ� (��) ¨ ®¡¥á¯¥ç¨¢�îé¨© ¢ë¯®«−¥−¨¥ ¯à®¥ªâ� ä¨−�−á¨à®¢�−¨ï, ª®â®à®¥
®¯à¥¤¥«ï¥âáï ä¨−�−á®¢ë¬ ¤®ªã¬¥−â®¬ (”„). ÷¥�«¨§�æ¨ï ¯à®¥ªâ� ¯à¥¤¯®«�£�¥â
−�ç�«ì−®¥ ãç�áâ¨¥ ®à£�−¨§�æ¨© O1, . . . , Ok, ª�¦¤�ï ¨§ ª®â®àëå á¢ï§�−� á® á¢®-
¥© ��Š. ’®£¤� ¬®¦−® á®§¤�âì −®¢ë© â�−£«, £¥−¥§¨á ª®â®à®£® á®áâ®¨â ¨§ ¤¢ãå
¢¥àè¨− �� ¨ ”„, îà¨¤¨ç¥áª�ï §−�ç¨¬®áâì ª®â®àëå ¬®¦¥â ¡ëâì ®ä®à¬«¥−� á®-
®â¢¥âáâ¢ãîé¨¬¨ ¤®ªã¬¥−â�¬¨ ¨ ¯®¤¯¨áï¬¨. �â®â â�−£« ¬®¦−® −�§¢�âì ª®à¥−−ë¬
¤«ï ¯à®¥ªâ�. �−�«®£¨ç−® ª�¦¤�ï ��Š ¬®¦¥â á®§¤�âì ª®à¥−−ë¥ â�−£«ë ¢ á¢®¨å
��Š, ¢ ª®â®àëå £¥−¥§¨áë ¡ã¤ãâ ®¯à¥¤¥«ïâìáï ¤®£®¢®à�¬¨ ®¡ ãç�áâ¨¨ ¢ ¯à®¥ªâ¥
¬¥¦¤ã ª®à¥−−ë¬ â�−£«®¬ ¯à®¥ªâ� ¨ ª®à¥−−ë¬¨ â�−£«�¬¨ ®à£�−¨§�æ¨© ¨ á®®â¢¥â-
áâ¢ãîé¨¬¨ ”„. ‚®®¡é¥ ¤®£®¢®à ¬¥¦¤ã ª®à¥−−ë¬ â�−£«®¬ ¯à®¥ªâ� ¨ â�−£«®¬
®à£�−¨§�æ¨¨ ¬®¦−® áà�§ã á®§¤�¢�âì −� ®á−®¢¥ ã¦¥ á¤¥«�−−ëå à�−¥¥ ¯à®¥ªâ®¢
®à£�−¨§�æ¨©, å®âï ®−¨ ®â−®áïâáï ª à�§−ë¬ ��Š. ��«¨ç¨¥ ®¡é¥£® ã¤®áâ®¢¥àï-
îé¥£® æ¥−âà� í«¥ªâà®−−ëå ¯®¤¯¨á¥© ¯®§¢®«ï¥â íâ® á¤¥«�âì. �á−®¢−�ï ¯à®¡«¥¬�
á®áâ®¨â ¢ ®¡¥á¯¥ç¥−¨¨ ¡¥§®¯�á−®áâ¨ (ª®−âà®«ï) ¯à¨ ¢§�¨¬®¤¥©áâ¢¨¨ à�§«¨ç−ëå
��Š ¯à¨ ¢ë¯®«−¥−¨¨ ¯à®¥ªâ�.

‚ à�¡®â¥ à�áá¬�âà¨¢�¥âáï àï¤ ã£à®§, ª®â®àë¥ ¯à¥¤áâ�¢«ïîâáï áãé¥áâ¢¥−−ë¬¨
¯à¨ à¥�«¨§�æ¨¨ «î¡®£® ªàã¯−®£® ¯à®¥ªâ�, ¨ ¨áá«¥¤ã¥âáï ¯à®¡«¥¬� ¬®−¨â®à¨−£�
á æ¥«ìî ¢ëï¢«¥−¨ï ¯à¨§−�ª®¢ à¥�«¨§�æ¨¨ íâ¨å ã£à®§. ˆáá«¥¤®¢�−¨¥ ®£à�−¨ç¥−®
ã£à®§�¬¨, á¢ï§�−−ë¬¨ á ®à£�−¨§�æ¨¥© ¤®£®¢®à−ëå ®â−®è¥−¨© ¨ ä¨−�−á¨à®¢�−¨ï
íâ¨å ®â−®è¥−¨©. ‚®¯à®áë ¢ë¯®«−¥−¨ï ¤®£®¢®à−ëå ®â−®è¥−¨© ¢ íâ®© áâ�âì¥ −¥
à�áá¬�âà¨¢�îâáï.

3 Угрозы безопасности при масштабировании электронной
бухгалтерской книги

÷�áá¬�âà¨¢�îâáï âà¨ â¨¯� ã£à®§, ª®â®àë¥ ®¯à¥¤¥«ïîâáï ª®ààã¯æ¨¥© ¨ á£®¢®-
à®¬ îà¨¤¨ç¥áª¨å «¨æ.

62 ‘ˆ‘’…Œ› ˆ ‘÷…„‘’‚� ˆ�”�÷Œ�’ˆŠˆ â®¬ 31 −®¬¥à 3 2021



�¥§®¯�á−®¥ ¬�áèâ�¡¨à®¢�−¨¥ í«¥ªâà®−−ëå ¡ãå£�«â¥àáª¨å ª−¨£ −� ®á−®¢¥ â�−£«�

�¥à¢ë© ª«�áá ã£à®§ ¡ã¤¥¬ −�§ë¢�âì æ¨ª«�¬¨. �ãáâì ®à£�−¨§�æ¨ï O1 ¯®«ã-
ç¨«� ¯®¤àï¤ −� ¢ë¯®«−¥−¨¥ ®¤−®© ¨§ §�¤�ç T ¯à®¥ªâ� á ®¡ê¥¬®¬ ä¨−�−á¨à®¢�-
−¨ï F . ‚ å®¤¥ ®à£�−¨§�æ¨¨ áã¡¯®¤àï¤−ëå à�¡®â −¥áª®«ìª® îà¨¤¨ç¥áª¨å «¨æ
O2, . . . , Ok ¬®£ãâ ¤®£®¢®à¨âìáï ® ¯®á«¥¤®¢�â¥«ì−®¬ ¢ë¯®«−¥−¨¨ §�¤�ç¨ T . Š�¦-
¤�ï ¨§ ®à£�−¨§�æ¨© O2, . . . , Ok ¯®«ãç�¥â ¤®«î ä¨−�−á¨à®¢�−¨ï α2F, . . . , αkF ,
£¤¥ α2 + · · · + αk = α < 1. �à¨ íâ®¬ áã¡¯®¤àï¤ç¨ª¨ O2, . . . , Ok −¥ ¬®£ãâ ¨ −¥
á®¡¨à�«¨áì à¥è�âì §�¤�çã æ¥«¨ª®¬, −® ¤®£®¢®à¨«¨áì (§� ¨áª«îç¥−¨¥¬ −¥ª®â®à®£®
¯à®æ¥−â� ®â F ) −¥«¥£�«ì−® ¯¥à¥¤�âì ¤¥−ì£¨ O1, §�ª«îç¨¢ ¤®£®¢®à ¬¥¦¤ãOk ¨O1
−� à¥è¥−¨¥ ¨áå®¤−®© §�¤�ç¨ T §� ®¡ê¥¬ ä¨−�−á¨à®¢�−¨ï (1 − α)F . �®«ãç¨«-
áï æ¨ª«, ¢ ª®â®à®¬ ®¤−ã ¨ âã ¦¥ §�¤�çã T ¯à¥¤«�£�¥âáï à¥è�âì §� à�§«¨ç−ë¥
¤¥−ì£¨ ®¤−®© ¨ â®© ¦¥ ®à£�−¨§�æ¨¨ O1. �â®â æ¨ª« ¯®§¢®«ï¥â ¯¥à¥à�á¯à¥¤¥«ïâì
¨«¨ ®¡−�«¨ç¨¢�âì áà¥¤áâ¢�, ¢ë¤¥«¥−−ë¥ −� ¯à®¥ªâ. ‘î¤� â�ª¦¥ ¢å®¤¨â áå¥¬�
®â¬ë¢�−¨ï ¤¥−¥£ á ¯®¬®éìî ä¨à¬-®¤−®¤−¥¢®ª.

‚â®à®© ª«�áá ã£à®§ ¡ã¤¥¬ −�§ë¢�âì ª®ààã¯æ¨¥©. �ãáâì ®à£�−¨§�æ¨ïO ¤®«¦−�
®à£�−¨§®¢�âì à¥è¥−¨¥ §�¤�ç¨ á âàã¤®¥¬ª®áâìî T ¨ á ®¡ê¥¬®¬ ä¨−�−á¨à®¢�−¨ï F ,
ªà�âª® (T, F ). „«ï à¥è¥−¨ï §�¤�ç¨ ¯à¨¢«¥ª�îâáï ¤¢¥ ®à£�−¨§�æ¨¨ O1 ¨ O2.
‘ ¯¥à¢®© ®à£�−¨§�æ¨¥©O1 ¥áâì ¤®£®¢®à¥−−®áâì ®¡ ú®âª�â¥û. ’®£¤� à�á¯à¥¤¥«¥−¨¥
à�¡®âë ¨ ä¨−�−á¨à®¢�−¨ï ¬®¦−® ®à£�−¨§®¢�âì á«¥¤ãîé¨¬ ®¡à�§®¬:

{ O1 ¯®«ãç�¥â ¤®£®¢®à (T/10, 9F/10);

{ O2 ¯®«ãç�¥â ¤®£®¢®à (9T/10, F/10).

’à¥â¨© ª«�áá ã£à®§ á®áâ®¨â ¢ áãé¥áâ¢®¢�−¨¨ ¯¥à¢®¯à¨ç¨−ë §�¤¥à¦ª¨ ¢ë¯®«-
−¥−¨ï ¯à®¥ªâ� å®âï ¡ë ®¤−¨¬ ¨§ ªà¨â¨ç¥áª¨å ã§«®¢ à¥�«¨§�æ¨¨ ¯à®¥ªâ�, ª®â®à�ï
¯®§¢®«¨â ã¢¥«¨ç¨âì ä¨−�−á¨à®¢�−¨¥, âà¥¡ã¥¬®¥ −� ¯®ªàëâ¨¥ ®áâ�−®¢� ¢® ¢à¥¬ï
§�¤¥à¦ª¨.

„«ï ¢ëï¢«¥−¨ï à¥�«¨§�æ¨¨ íâ¨å ã£à®§ −¥®¡å®¤¨¬® ®¯à¥¤¥«¨âì, ª�ª ¨ ª�-
ªãî ¨−ä®à¬�æ¨î −�¤® á®¡¨à�âì ¨ £¤¥ ¥¥ ®¡à�¡�âë¢�âì. Šà®¬¥ â®£®, −¥®¡å®-
¤¨¬® ®¯à¥¤¥«¨âì ¢á¯®¬®£�â¥«ì−ãî ¨−ä®à¬�æ¨î ¤«ï �−�«¨§� ¤�−−ëå ¬®−¨â®-
à¨−£�.

4 Вспомогательные данные для анализа данных мониторинга
выполнения проекта

�ãáâì ®à£�−¨§�æ¨ï, ®¡¥á¯¥ç¨¢�îé�ï ãá«®¢¨ï äã−ªæ¨®−¨à®¢�−¨ï ª®à¥−−®£®
â�−£«�, ï¢«ï¥âáï æ¥−âà®¬ ¬®−¨â®à¨−£� ¡¥§®¯�á−®áâ¨ à¥�«¨§�æ¨¨ ¯à®¥ªâ�. „«ï
á¡®à�, åà�−¥−¨ï ¨ �−�«¨§� ¤�−−ëå ¬®−¨â®à¨−£� ¡¥§®¯�á−®áâ¨ ¤®«¦¥− áãé¥-
áâ¢®¢�âì ¢ëç¨á«¨â¥«ì−ë© æ¥−âà ¯à®¥ªâ� (‚–�), £¤¥ ¢ ¡�§�å ¤�−−ëå åà�−ïâáï
á«¥¤ãîé¨¥ ¢á¯®¬®£�â¥«ì−ë¥ ¤�−−ë¥.

1. �à¨ ¯®¤£®â®¢ª¥ ª à¥�«¨§�æ¨¨ ¯à®¥ªâ� ¤®«¦−� ¡ëâì à�§à�¡®â�−� −®¬¥−ª«�-
âãà� §�¤�ç, ª®â®àë¥ −¥®¡å®¤¨¬® à¥è¨âì ¯à¨ à¥�«¨§�æ¨¨ ¯à®¥ªâ�, � ¨¬¥−−®:
¯® ª�¦¤®© á®®â¢¥âáâ¢ãîé¥© §�¤�ç¥ ¤®«¦−ë ¡ëâì å®âï ¡ë ®à¨¥−â¨à®¢®ç−®
ãª�§�−ë:
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{ à�§à�¡®âª�/æ¥−�/¢à¥¬ï;

{ £®â®¢®¥ ¨§¤¥«¨¥/æ¥−�/¢à¥¬ï;

{ ¢®§¬®¦−®áâì á®¢¬¥áâ¨¬®áâ¨/æ¥−�/¢à¥¬ï ¤®áâ¨¦¥−¨ï á®¢¬¥áâ¨¬®áâ¨.

2. �¯¨á�−¨¥ ¯à®¥ªâ�:

{ áâàãªâãà−�ï ¬®¤¥«ì;

{ à�§¡¨¥−¨¥ −� ¯®¤á¨áâ¥¬ë;

{ æ¥−ë/áà®ª¨/â¥áâ¨à®¢�−¨¥ à¥§ã«ìâ�â®¢.

3. �¡−®¢«ï¥¬�ï ¡�§� ¤�−−ëå ¤®£®¢®à−ëå ®â−®è¥−¨© ãç�áâ−¨ª®¢ ¯à®¥ªâ� (−¥-
§�¢¨á¨¬® ®â ��Š), â. ¥. á®¢®ªã¯−®áâì ¤ã£ ¬¥¦¤ã ãç�áâ−¨ª�¬¨ ¤®£®¢®à−ëå
®â−®è¥−¨© á ¬¥âª�¬¨ (§�¤�ç�/æ¥−�/¢à¥¬ï). ‘®®¡é¥−¨ï ® §�ªàëâ¨¨ ¤®£®-
¢®à� ¯à¨ ¥£® ¢ë¯®«−¥−¨¨. �â¨ ¤�−−ë¥ ®¡−®¢«ïîâáï ¨ ¯¥à¥¤�îâáï ¢ æ¥−âà
¬®−¨â®à¨−£� ®à£�−¨§�æ¨ï¬¨, ¯®¤¤¥à¦¨¢�îé¨¬¨ æ¥−âà�«¨§®¢�−−ë¥ ª®−á¥−-
áãáë ª�¦¤®© ��Š. �à¨ íâ®¬ á�¬¨ â�−£«ë íª®−®¬¨ç¥áª¨å áã¡ê¥ªâ®¢ ¨«¨ ¨å
äà�£¬¥−âë −¥ ¯¥à¥¤�îâáï, ªà®¬¥ ª�ª ¯® ®â¤¥«ì−ë¬ §�¯à®á�¬.

4. ‘à¥¤áâ¢� ¨−â¥««¥ªâã�«ì−®£® �−�«¨§� ¤�−−ëå (ˆ�„).

„�«¥¥ ¯®ª�§�−®, çâ® íâ¨å ¤�−−ëå ¤®áâ�â®ç−® ¤«ï ¢ëï¢«¥−¨ï ¯à¨§−�ª®¢
à¥�«¨§�æ¨¨ ãª�§�−−ëå ¢ëè¥ ã£à®§. ÷�áá¬®âà¨¬ ¬¥â®¤ë ¢ëï¢«¥−¨ï ¯à¨§−�ª®¢
ã£à®§.

5 Методы анализа безопасности при масштабировании электронной
бухгалтерской книги

÷�áá¬®âà¨¬ ¬¥â®¤ë ¢ëï¢«¥−¨ï æ¨ª«®¢. ‚ ¯®áâã¯�îé¨å ¤�−−ëå ®¡−®¢«¥−¨©
¤®£®¢®à®¢ ¬®¦−® ¢ëï¢«ïâì ä�ªâë, ª®£¤� áã¡ê¥ªâ O §�ª«îç�¥â ¤®£®¢®à (¨áå®¤ï-
é�ï ¤ã£�) ¨ áã¡ê¥ªâO ¯®§¦¥ (áà�¢−¥−¨¥ ¬¥â®ª ¢à¥¬¥−¨) áâ�−®¢¨âáï ¨á¯®«−¨â¥«¥¬
(¢å®¤ïé�ï ¤ã£�). „�−−ë© ä�ªâ ¬®¦¥â áç¨â�âìáï ¯à¨§−�ª®¬ ¢®§¬®¦−®£® æ¨ª«�.
’®£¤� ¢ë¤¥«ïîâáï ¤ã£¨, ¯® ª®â®àë¬ ¬®¦−® ¯®áâà®¨âì ®à¨¥−â¨à®¢�−−ë¥ ¯ãâ¨,
¨áå®¤ïé¨¥ ¨§ O, ¨ ®à¨¥−â¨à®¢�−−ë¥ ¯ãâ¨, ¢å®¤ïé¨¥ ¢ O. ‘ãé¥áâ¢®¢�−¨¥ å®âï
¡ë ®¤−®£® ¯¥à¥á¥ç¥−¨ï −� ¬−®¦¥áâ¢�å íâ¨å ¯ãâ¥© ®§−�ç�¥â áãé¥áâ¢®¢�−¨¥ æ¨ª«�.
�®«¥¥ â®£®, ¯®áâà®¥−¨¥ ¢á¥å æ¨ª«®¢ ¯®§¢®«ï¥â ¢ëï¢¨âì ¢á¥ £àã¯¯ë á£®¢®à� á O.
„¥â�«ì−ë© �−�«¨§ ¬¥â®ª −� íâ¨å æ¨ª«�å ¯®§¢®«¨â ¢®ááâ�−®¢¨âì áå¥¬ã ¨ ¯à¨ç¨−ë
®¡à�§®¢�−¨ï æ¨ª«®¢.

÷�áá¬®âà¨¬ ¬¥â®¤ë ¢ëï¢«¥−¨ï áå¥¬ ª®ààã¯æ¨¨. „«ï ª�¦¤®© ¢¥àè¨−ë, ¨§
ª®â®à®© ¢ëå®¤ïâ −¥áª®«ìª® ¤®£®¢®à−ëå ¤ã£, −¥®¡å®¤¨¬® ¯à®¢¥áâ¨ áà�¢−¥−¨¥
¬¥â®ª íâ¨å ¤ã£. ‘ íâ®© æ¥«ìî −�¤® ¨á¯®«ì§®¢�âì ¡�§ã ¤�−−ëå −®¬¥−ª«�âãàë
à¥è�¥¬ëå §�¤�ç ¯à®¥ªâ�. …á«¨ ª®¬¯«¥ªá−�ï §�¤�ç� ¢−¥á¥−� ¢ íâã ¡�§ã, â® ¤®«¦−®
áãé¥áâ¢®¢�âì à�§¡¨¥−¨¥ íâ®© §�¤�ç¨ −� ¯®¤§�¤�ç¨, ¨−�ç¥ §�ç¥¬ −ã¦−ë −¥áª®«ìª®
áã¡¯®¤àï¤ç¨ª®¢? ’®£¤� ¯®¤§�¤�ç¨ â�ª¦¥ ¤®«¦−ë ¯à¨áãâáâ¢®¢�âì ¢ −®¬¥−ª«�âã-
à¥ §�¤�ç ¯à®¥ªâ�, ¤«ï íâ®£® −�¤® á¬®âà¥âì áâàãªâãà−®¥ ®¯¨á�−¨¥ ¯à®¥ªâ�. „«ï
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�¥§®¯�á−®¥ ¬�áèâ�¡¨à®¢�−¨¥ í«¥ªâà®−−ëå ¡ãå£�«â¥àáª¨å ª−¨£ −� ®á−®¢¥ â�−£«�

ª�¦¤®© §�¤�ç¨, ¯® ãá«®¢¨î, ¥áâì ¤�−−ë¥ ® ¥¥ ä®à¬ã«¨à®¢ª¥ ¨ ®à¨¥−â¨à®¢®ç−®©
æ¥−¥. �â® ¤�¥â ¢®§¬®¦−®áâì áà�¢−¨¢�âì ãá«®¢¨ï ¤®£®¢®à®¢ áã¡¯®¤àï¤ç¨ª®¢ ¯®
á«®¦−®áâ¨ áâ®ïé¨å §�¤�ç ¨ æ¥−¥ §� à¥è¥−¨¥ íâ¨å §�¤�ç. �âáî¤� áà�§ã ¬®¦−®
ã¢¨¤¥âì á«¥¤ë ª®ààã¯æ¨¨. …á«¨ ®¯¨á�−¨ï ¯®¤§�¤�ç ®âáãâáâ¢ãîâ, â® ¥¤¨−áâ¢¥−-
−ë© á¯®á®¡ ¨å á®§¤�âì | íâ® ª¢�«¨ä¨æ¨à®¢�−−�ï íªá¯¥àâ¨§�. Š á®¦�«¥−¨î,
áå¥¬ ª®ààã¯æ¨¨, ¯®¤®¡−®© ®¯¨á�−−®©, ¬®¦¥â ¡ëâì ¬−®£®, −® ¡�§®¢�ï ®á−®-
¢� ã ¡®«ìè¨−áâ¢� â�ª¨å áå¥¬ ®¤¨−�ª®¢�ï. �â® ¯®§¢®«ï¥â �¯à¨®à¨ á®§¤�¢�âì
¢á¯®¬®£�â¥«ì−ë¥ ¤�−−ë¥ ¤«ï ¢ëï¢«¥−¨ï ¯®¤®¡−ëå áå¥¬.

÷�áá¬®âà¨¬ âà¥â¨© ª«�áá ã£à®§, á¢ï§�−−ë© á ¯®¢ëè¥−¨¥¬ æ¥−ë ¯à®¥ªâ� §�
áç¥â §�¤¥à¦¥ª ¢ à¥è¥−¨¨ ®â¤¥«ì−ëå §�¤�ç. �à®¡«¥¬� á®áâ®¨â ¢ â®¬, çâ® áã-
é¥áâ¢ãîâ −¥áª®«ìª® á¯®á®¡®¢ ¯àïâ�âì ¯¥à¢®¯à¨ç¨−ã §�¤¥à¦¥ª ¨ ®¡êïá−ïâì ¢á¥
ú®¡ê¥ªâ¨¢−ë¬¨û ®¡áâ®ïâ¥«ìáâ¢�¬¨. ‘�¬ë© ¯à®áâ®© á¯®á®¡ á®áâ®¨â ¢ ä®à¬¨à®¢�-
−¨¨ ãá«®¢¨©, ª®£¤� ®âáãâáâ¢ã¥â ®â¢¥âáâ¢¥−−®áâì §� ¯®à®¦¤¥−¨¥ §�¤¥à¦ª¨. �ãáâì
áã¡ê¥ªâ O ¤®«¦¥− à¥è¨âì á«®¦−ãî §�¤�çã T = (T1, T2), ¢ ª®â®à®© T1 á®áâ®¨â
¢ á®§¤�−¨¨ á®äâ� ¤«ï ®¡à�¡®âª¨ ¤�−−ëå ¢ §�¤�ç¥ T2. ‘ã¡ê¥ªâ O, §�¨−â¥à¥á®-
¢�−−ë© ¢ á®§¤�−¨¨ §�¤¥à¦ª¨, à�á¯à¥¤¥«ï¥â §�¤�ç¨ ¬¥¦¤ã áã¡ê¥ªâ�¬¨ O1 ¨ O2.
‘®§¤�−−ë© á®äâ â¥áâ¨àã¥âáï ¢ O1 ¨ ¯®ª�§ë¢�¥â å®à®è¨¥ à¥§ã«ìâ�âë. �¤−�ª®
¢ O2 íâ®â á®äâ −¥ à�¡®â�¥â. ‚ëï¢«¥−¨¥ ¯à¨ç¨− ®âª�§� à�¡®âë á®äâ� ¨ −¥®¡å®-
¤¨¬ë¥ à�¡®âë ¯® ¬®¤¥à−¨§�æ¨¨ ¯®à®¦¤�îâ âà¥¡ã¥¬ãî ¤«ï O §�¤¥à¦ªã. �à¨
íâ®¬ O −¥ −¥á¥â ®â¢¥âáâ¢¥−−®áâ¨ §� §�¤¥à¦ªã, â�ª ª�ª −¥ ãç�áâ¢ã¥â ¢ à�§à�¡®âª¥
á®äâ� ¨ ¥£® ¯à¨¬¥−¥−¨¨. ‘ã¡ê¥ªâO1 ®âª�§ë¢�¥âáï −¥áâ¨ ®â¢¥âáâ¢¥−−®áâì, â�ª ª�ª
ã −¥£® á®äâ å®à®è® à�¡®â�¥â. ‘ã¡ê¥ªâ O2 ®âª�§ë¢�¥âáï −¥áâ¨ ®â¢¥âáâ¢¥−−®áâì §�
§�¤¥à¦ªã ¯®â®¬ã, çâ® á®äâ á®§¤�¢�« −¥ ®−. ‚ ¤�−−®¬ ¯à®áâ¥©è¥¬ á«ãç�¥ ¯¥à-
¢®¯à¨ç¨−ã «¥£ª® −�©â¨. �−� á®áâ®¨â ¢ â®¬, çâ® O −¥ª®àà¥ªâ−® ¯®áâ�¢¨« §�¤�çã
¨ −¥ ®à£�−¨§®¢�« ¢§�¨¬®¤¥©áâ¢¨¥ ¬¥¦¤ã O1 ¨ O2. �¥ª®àà¥ªâ−®áâì ¯®áâ�−®¢ª¨
§�¤�ç¨ á®áâ®¨â ¢ â®¬, çâ® ¢ ãá«®¢¨¨ §�¤�ç¨ T1 ¤®«¦−® ¯à¨áãâáâ¢®¢�âì ãá«®¢¨¥
® −¥®¡å®¤¨¬®áâ¨ ¨á¯®«ì§®¢�âì äã−ªæ¨®−�« á®äâ� ¢ §�¤�ç¥ T2, ª®â®à�ï ¡ã¤¥â
à¥è�âìáï ¢ O2. „«ï íâ®£® â¥áâ¨à®¢�−¨¥ á®äâ� ¤®«¦−® ¢¥áâ¨áì −¥ â®«ìª® ¢ O1, −®
â�ª¦¥ ®¤−®¢à¥¬¥−−® ¨ ¢ O2.

÷�áá¬®âà¨¬, ª�ª ¬®¦−® ¢ëï¢¨âì ¯¥à¢®¯à¨ç¨−ã §�¤¥à¦ª¨ −� ‚–�. ‚ à�áá¬�â-
à¨¢�¥¬®¬ ¯à®áâ¥©è¥¬ á«ãç�¥ §�¤¥à¦ª� ¯à®¥ªâ� ®¯à¥¤¥«ï¥âáï −¥¢®§¬®¦−®áâìî O
à¥è¨âì á«®¦−ãî §�¤�çã T , −® ®â¢¥âáâ¢¥−−®áâì §� §�¤¥à¦ªã O −¥ ¡¥à¥â. ’®-
£¤� ¯® §�¯à®áã ‚–� ®à£�−¨§�æ¨¨, à¥�«¨§ãîé¨¥ æ¥−âà�«¨§®¢�−−ë¥ ª®−á¥−áãáë
¨ ¨¬¥îé¨¥ ª®¯¨¨ â�−£«®¢ O, O1 ¨ O2, ¤¥«�îâ ª®¯¨¨ ¤®£®¢®à®¢ ¨ ¢ëáë«�îâ
‚–�. …á«¨ −¨ ¢ ®¤−®¬ ¤®£®¢®à¥ −¥ ã¯®¬¨−�¥âáï §�¤�ç� �¤�¯â�æ¨¨ á®äâ� ¤«ï
à¥è¥−¨ï §�¤�ç¨ T2 ¢ O2, â® ®â¢¥âáâ¢¥−−®áâì §� §�¤¥à¦ªã «®¦¨âáï −� O. …á-
«¨ O1 ¯à®¨£−®à¨à®¢�« âà¥¡®¢�−¨¥ �¤�¯â�æ¨¨ ¢ O2, â® ®â¢¥âáâ¢¥−−®áâì «®¦¨âáï
−� O1. …á«¨ O2 ¤¥ª«�à¨àã¥â −¥à�¡®â®á¯®á®¡−®áâì á®äâ�, −® O1 ¯®ª�§ë¢�¥â
¯®«®¦¨â¥«ì−ë¥ à¥§ã«ìâ�âë â¥áâ¨à®¢�−¨ï á®äâ� ¢ O2, â® ®â¢¥âáâ¢¥−−®áâì §� §�-
¤¥à¦ªã «®¦¨âáï −� O2. ˆ¤¥−â¨ä¨ª�æ¨ï ®â¢¥âáâ¢¥−−®áâ¨ ¢«¥ç¥â ¡®«ìè¨¥ ¯®â¥à¨
¤«ï ®â¢¥âáâ¢¥−−®£® §� §�¤¥à¦ªã (èâà�ä, ª®¬¯¥−á�æ¨ï ãé¥à¡� ¨ â. ¤.). ’®£¤�
¢á¥ §¢¥−ìï à¥�«¨§�æ¨¨ ¯à®¥ªâ� áâ�−®¢ïâáï §�¨−â¥à¥á®¢�−−ë¬¨ ¢ −¥¤®¯ãé¥−¨¨
§�¤¥à¦¥ª ¢ë¯®«−¥−¨ï ¯à®¥ªâ�.
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÷�áá¬®âà¥−−ë¥ ¯à®áâ¥©è¨¥ ¯à¨¬¥àë à¥�«¨§�æ¨¨ ã£à®§ −¥ ¨áç¥à¯ë¢�îâ ¢á¥£®
¬−®£®®¡à�§¨ï ª®−ªà¥â−ëå áæ¥−�à¨¥¢ à¥�«¨§�æ¨¨ à�áá¬�âà¨¢�¥¬ëå ã£à®§. �¤−�-
ª® ¢¨¤−®, çâ® ¯®â¥−æ¨�«ì−ë© ¤®áâã¯ ª â�−£«�¬ ¨ ¨¬¥îé¨¥áï ¢á¯®¬®£�â¥«ì−ë¥
¤�−−ë¥ ¢ £«�¢−®¬ â�−£«¥ ¯®§¢®«ïîâ íää¥ªâ¨¢−® ¢¥áâ¨ �−�«¨§ ¯®ï¢«¥−¨ï ¯à¨-
§−�ª®¢ à¥�«¨§�æ¨¨ ã£à®§. ��¨¡®«¥¥ ç�áâ® ¢áâà¥ç�¥âáï ª®ààã¯æ¨ï. ‚ëï¢«¥−¨¥
ª®ààã¯æ¨¨ −¥ ¤�¥â ¤®áâ�â®ç−®© ¨−ä®à¬�æ¨¨ ¤«ï ¢ëï¢«¥−¨ï ¯à¨ç¨− ª®ààã¯æ¨¨
¨ §�¨−â¥à¥á®¢�−−ëå «¨æ. �®íâ®¬ã ¢ à�¡®â¥ à�áá¬®âà¥−ë §�¤�ç¨ â®«ìª® ¬®−¨â®-
à¨−£� à¥�«¨§�æ¨¨ ¯à®¥ªâ�. ’�ª¦¥ −¥ à�áá¬®âà¥−ë §�¤�ç¨ ¯®¨áª� ¯¥à¢®¯à¨ç¨−
−¥ï¢−ëå á¡®¥¢ [7{9], ¯®à®¦¤�îé¨å §�¤¥à¦ª¨. ’�ª¨¥ á¡®¨ ¬®£ãâ ¯®à®¦¤�âì-
áï −¥ â®«ìª® §�¨−â¥à¥á®¢�−−ë¬¨ ¨á¯®«−¨â¥«ï¬¨ ¯à®¥ªâ�, −® â�ª¦¥ −�«¨ç¨¥¬
¢à¥¤®−®á−®£® ª®¤� ¢ ¨¬¯®àâ−ëå ¯à®£à�¬¬�å [10] ¨«¨ ¤�¦¥ áªàëâë¬¨ ¤¢¥àï¬¨
(Backdoors), ¨§¢¥áâ−ë¬¨ â®«ìª® ¯à®â¨¢−¨ªã [11]. ��¯à¨¬¥à, ¯à¨ −�áâã¯«¥−¨¨
®¯à¥¤¥«¥−−ëå á®¡ëâ¨© ¢®§¬®¦¥− á¡à®á ª®−ä¨£ãà�æ¨®−−ëå ¯�à�¬¥âà®¢, ¨á¯®«ì-
§ã¥¬ëå ¤«ï á®£«�á®¢�−−®© à�¡®âë à�§«¨ç−ëå ¯à¨«®¦¥−¨© [12].

6 Заключение

÷¥§ã«ìâ�âë, ¯®«ãç¥−−ë¥ ¢ áâ�âì¥, ï¢«ïîâáï à�§¢¨â¨¥¬ á¥à¨¨ à�¡®â �¢â®-
à®¢ [2,6], ¯®á¢ïé¥−−ëå ¯®áâà®¥−¨î ��Š −� ¡�§¥ æ¥−âà�«¨§®¢�−−ëå ª®−á¥−áãá®¢
¨ â�−£«®¢ ¯à¨¬¥−¨â¥«ì−® ª á®¢à¥¬¥−−ë¬ ¯à®¡«¥¬�¬ æ¨äà®¢®© âà�−áä®à¬�æ¨¨.
’�ª, ��Š −� ®á−®¢¥ â�−£«®¢ á«ã¦¨â, ¯® áãé¥áâ¢ã, ¯à¨¬¥à®¬ ®¤−®£® ¨§ ¢®§¬®¦-
−ëå ¯®¤å®¤®¢ ª à¥�«¨§�æ¨¨ æ¨äà®¢®© íª®−®¬¨ª¨.

�®ª�§�−®, çâ® ®¡¥á¯¥ç¥−¨¥ ¨−ä®à¬�æ¨®−−®© ¡¥§®¯�á−®áâ¨ ¯à¨ ¬�áèâ�¡¨-
à®¢�−¨¨ ��Š áâ�−®¢¨âáï −®¢ë¬ −�¯à�¢«¥−¨¥¬, ®¡ãá«®¢«¥−−ë¬ ¨−â¥−á¨¢−ë¬
à�§¢¨â¨¥¬ æ¨äà®¢®© íª®−®¬¨ª¨. �à¨ íâ®¬ áãé¥áâ¢¥−−ãî à®«ì ¨£à�îâ ¡«®ªç¥©−-
â¥å−®«®£¨¨ ¨ ¨å à�§«¨ç−ë¥ ¬®¤¨ä¨ª�æ¨¨.

‚ à�¬ª�å ¬�áèâ�¡¨àã¥¬®áâ¨ ��Š, á®áâ®ïé¥© ¢® ¢§�¨¬®¤¥©áâ¢¨¨ −¥áª®«ìª¨å
��Š, ®¡ê¥ªâ¨¢−® ¢®§−¨ª�¥â −®¢ë© ¢¨¤ ª®−á¥−áãá�, ®¯à¥¤¥«¥−−ë© ª�ª ‘–Š.
�á−®¢−�ï ¨¤¥ï ‘–Š á®áâ®¨â ¢ ¯®áâà®¥−¨¨ ¨¥à�àå¨¨ ��Š.

Œ�áèâ�¡¨à®¢�−¨¥ ��Š ¯®à®¦¤�¥â ¢ àï¤¥ á«ãç�¥¢ ã£à®§ë ª®ààã¯æ¨¨ ¨ ¬®-
è¥−−¨ç¥áâ¢�. �à¥¤«®¦¥−� ª«�áá¨ä¨ª�æ¨ï ã£à®§ ¢ë¯®«−¥−¨ï ªàã¯−ëå ¯à®¥ªâ®¢,
®¡ãá«®¢«¥−−ëå ª®ààã¯æ¨¥© ¨ á£®¢®à®¬ îà¨¤¨ç¥áª¨å «¨æ. �¯à¥¤¥«¥−ë ¨ ä®à¬�-
«¨§®¢�−ë âà¨ â¨¯� ã£à®§.

�à¥¤«®¦¥−ë ¬¥â®¤ë �−�«¨§� ¡¥§®¯�á−®áâ¨ ¯à¨ ¬�áèâ�¡¨à®¢�−¨¨ ��Š ¯à¨-
¬¥−¨â¥«ì−® ª âà¥¬ â¨¯�¬ ã£à®§. �à¨¢¥¤¥−ë ¯à®áâ¥©è¨¥ ¯à¨¬¥àë à¥�«¨§�æ¨¨
ã£à®§.
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Abstract: The paper deals with an electronic ledger based on the concept
of blockchain. The development of the traditional blockchain is the tangle
(tangle), which is represented by an oriented acyclic graph (DAG | Directed
Acyclic Graph) and which securely stores transaction information. A centralized
consensus implies a concentration of control functions in a single body. The
scaling up of e-books in some cases poses threats of corruption and fraud. Three
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of legal entities. Ensuring information security when scaling electronic books is
a direction that begins to develop in connection with the growth of the digital
economy.

Keywords: information security; tangle; blockchain; threats of corruption and
fraud

DOI: 10.14357/08696527210305

Acknowledgments

The paper was partially supported by the Russian Foundation for Basic Research
(project 18-29-03124-mk).

References

1. Leloup, L. 2017. Blockchain: La revolution de la confiance. Paris: Groupe Eyrolles.
160 p.

2. Grusho, A. A., A. A. Zatsarinny, and E. E. Timonina. 2019. Elektronnaya bukhgal-
terskaya kniga na baze situatsionnykh tsentrov dlya tsifrovoy ekonomiki [The electronic
ledger on the basis of the situational centers for digital economy]. Sistemy i Sredstva
Informatiki | Systems and Means of Informatics 29(2):4{11.

3. Wahab, A., and W. Mahmood. 2018. Survey of consensus protocols. Available
at: https://www.researchgate.net/publication/328160285 Survey of Consensus
Protocols (accessed April 24, 2021).

4. Popov, S. 2018. The tangle. Available at: https://assets.ctfassets.net/r1dr6vzfxhev/
2t4uxvslqk0EUau6g2sw0g/45eae33637ca92f85dd9f4a3a218elec/iotal 4 3.pdf (ac-
cessed August 24, 2021).

5. Brykova, N. V. 2011. Teoriya bukhgalterskogo ucheta: Balans i sistema schetov [Ac-
counting theory: Balance sheet and system of accounts]. 2nd ed. Moscow: Akademiya.
80 p.

6. Grusho, A. A., A. A. Zatsarinny, and E. E. Timonina. 2020. Opisanie dinamiki
tsifrovoy ekonomiki s pomoshch'yu elektronnoy bukhgalterskoy knigi [Description

68 Sistemy i Sredstva Informatiki | Systems and Means of Informatics 2021 vol 31 no 4



Secure scaling of electronic ledgers based on tangles

of digital economy dynamics using an electronic ledger]. Sistemy i Sredstva Informati-
ki | Systems and Means of Informatics 30(1):108{114.

7. Grusho, A., N. Grusho, M. Zabezhailo, A. Zatsarinny, and E. Timonina. 2017.
Information security of SDN on the basis of metadata. Computer network security. Eds.
J. Rak, J. Bay, I. V. Kotenko, et al. Lecture notes in computer science ser. Springer.
10446:339{347.

8. Grusho, N. A., A. A. Grusho, and E. E. Timonina. 2020. Lokalizatsiya sboev s po-
moshch'yu metadannykh [Localizing failures with metadata]. Problemy informatsionnoy
bezopasnosti. Komp'yuternye sistemy [Information Security Problems. Computer Sys-
tems] 3:9{15.

9. Grusho, A. A., N. A. Grusho, M. I. Zabezhailo, and E. E. Timonina. 2020. Loka-
lizatsiya iskhodnoy prichiny anomalii [Root cause anomaly localization]. Problemy
informatsionnoy bezopasnosti. Komp'yuternye sistemy [Information Security Problems.
Computer Systems] 4:9{16.

10. Grusho, A. A., N. A. Grusho, and E. E. Timonina. 2009. Metody zashchity informatsii
ot atak s pomoshch'yu skrytykh kanalov i vrazhdebnykh programmno-apparatnykh
agentov v raspredelennykh sistemakh [Methods of information protection against covert
channels attacks and malicious software/hardware agents in distributed systems].
Vestnik RGGU. Ser. Dokumentovedenie i arkhivovedenie. Informatika. Zashchita
informatsii i informatsionnaya bezopasnost' [RGGU Bulletin. Document Science and
Archive Science. Informatics. Information security and information security ser.] 10:33{
45.

11. Grusho, A. A., N. A. Grusho, M. I. Zabezhailo, and E. E. Timonina. 2021. \Zakladki"
bez vredonosnogo koda [Hidden impact without malicious code]. Sistemy i Sredstva
Informatiki | Systems and Means of Informatics 31(2):4{15.

12. Grusho, A. A., M. I. Zabezhailo, A. A. Zatsarinny, A. V. Nikolaev, V. O. Piskovski,
and E. E. Timonina. 2017. Klassifikatsiya oshibochnykh sostoyaniy v raspredelennykh
vychislitel'nykh sistemakh i istochniki ikh vozniknoveniya [Erroneous states classi-
fication in dictributed computing systems and sources of their occurence]. Sistemy
i Sredstva Informatiki | Systems and Means of Informatics 27(2):29{40.

Received July 23, 2021

Contributors

Grusho Alexander A. (b. 1946) | Doctor of Science in physics and mathematics,
professor, principal scientist, Institute of Informatics Problems, Federal Research
Center \Computer Science and Control" of the Russian Academy of Sciences,
44-2 Vavilov Str., Moscow 119133, Russian Federation; grusho@yandex.ru

Zatsarinny Alexander A. (b. 1951) | Doctor of Science in technology, professor,
principal scientist, Institute of Informatics Problems, Federal Research Center
\Computer Science and Control" of the Russian Academy of Sciences, 44-2 Vavilov
Str., Moscow 119133, Russian Federation; AZatsarinny@ipiran.ru

Timonina Elena E. (b. 1952) | Doctor of Science in technology, professor, leading
scientist, Institute of Informatics Problems, Federal Research Center \Computer
Science and Control" of the Russian Academy of Sciences, 44-2 Vavilov Str.,
Moscow 119133, Russian Federation; eltimon@yandex.ru

Sistemy i Sredstva Informatiki | Systems and Means of Informatics 2021 vol 31 no 4 69


