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Abstract. A heuristic algorithm for computing common divisors of two integers
(one of which is known only approximately) is described. We reduce this com-
putational problem to the solution of a system of integer linear inequalities. This
system with two unknowns is solved by the method suggested by J. Franke and
T. Kleinjung for lattice sieving. In some cases our algorithm is faster than other
methods.
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3agava o npuOINIKEeHHOM JIeJIUTe e M pelleTOYHOoe MPoceuBaHue

K. 1. ’Kykos
Jlabopamopuu TBII, Mocksa

AnHotanusi. OnMcaH 3BPUCTHYECKUH aJITOPUTM BBIYUCICHHS OOIIEro IeIUTENs
IBYX LIEJBIX YHUCEN, OOHO M3 KOTOPBIX M3BECTHO NMPHOIIKEHHO. OJTa 3aj1ada CBO-
JUTCS K 33/1a4€ PEIICHUSI CUCTEMBbI LIEJIOYUCIECHHBIX JIMHEHHBIX HEPaBEHCTB. Takas
cUCcTeMa C AByMsI HEM3BECTHBIMH MOXKET OBITh peIlleHa ¢ MOMOIIBI0 METOZa perle-
TOYHOTO IPOCEMBAHKS, TIpeIoKeHHoro 1. dpanke u T. Kneiinronrom. Pa3paboran-
HBI aNrOPUTM B HEKOTOPBIX CIyYasX OKa3bIBaeTCsl ObICTpee IPYTrHMX H3BECTHBIX
METO/IOB.

KnrwueBble ciaoBa: 3aa4a 0 MpUOIMIKCHHOM JIENTUTENE, PEIICTOYHOE MPOCEHBa-
HUE, CHCTeMa IeJIOYHCIICHHBIX JIMHEWHBIX HEPAaBEHCTB, LIEIOYUCICHHOE JTHHEHHOE
nporpaMMHupoBaHue, o0beMHast 3BpHucTHKa ['aycca

Citation: Mathematical Aspects of Cryptography, 2018, v.9, Ne 2, pp. 87-98 (Russian)
(© Axkaznemus kpunrorpadun Poccuiickoit ®eneparuu, 2018 .



88 K. D. Zhukov

1. Introduction

We begin with the description of the general approximate common divisor
problem. Let Ny, Na,..., N be integers; we denote by A a nontrivial common
divisor of N1 — 1, No — do, ..., N — & for some small d1,0d9,...,d;. The goal
is to find A provided that it is large. The problem was originally introduced by
N. Howgrave-Graham [1] with k& = 2.

The special case of the general approximate common divisor problem with the
first input to be exact (i.e. 91 = 0) is called partial approximate common divisor
problem (PACDP). S. Sarkar and S. Maitra [5] showed that the PACDP relates to
implicit factoring problem. The last one was introduced by A. May and M. Ritzen-
hofen [3] and in special case consists in factoring RSA moduli N} = pi1q; and
Ny = page provided |p; — p2| is small.

In this paper we focus on two-dimensional PACDP. We show how to weaken
the standard restrictions on inputs of PACDP and obtain the method of exponential
complexity. We introduce also another exponential method for PACDP related to
lattice sieving algorithm of J. Franke and T. Kleinjung. In some special cases our
method is asymptotically the fastest.

2. Methods for solving PACDP

We describe a partial approximate common divisor problem (PACDP) as
follows: for every input N1, No, A, DEN (A < D < Ny,N») find all B1,Bs €N
such that

Ny =AB; and Ny = ABy+ 0,

where A€ N, A> D and § € Z, |6] < A. The PACDP is known to be hard in
the case where parameters A and D are close (there are too many solutions) or
in the case where D is much smaller than /N; (too large complexity).

Here we describe known methods for solving PACDP with some restrict-
ions on inputs. The complexity of these methods depends polynomially on
n=max{[ln N1], [ln Na|}.

The first method was proposed by N. Howgrave-Graham [1]. The method is
based on the observation that if

A2
0 < —,
2N,
then
N2 B2 ‘ 1
N, Byl 2BY
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Hence Bs/B; is one of the convergents of Ns/Nj. One may find all the
convergents and check their numerators and denominators for being a solution of
PACDP by means of O(n?InnlInlnn) binary operations.

Another method due to N. Howgrave-Graham may be applied to PACDP if
the inequality A < D8N P holds. This method is based on the Coppersmith
technique, its complexity is O(n?InnInlnn) binary operations.

There is also a heuristic approach to PACDP [4] related to the Shortest
Vector Problem (SVP). Every solution (B, Bs) € N? of PACDP with inputs
N1, No, A, D € N satisfies the inequalities

N1A N1A

N
NoBy — N1B ——. 0« B —. 1
< NoBy 12<Da <1<D (D

Let us consider matrix B = <_J\]f\2,1 %) and vector b = (Bj, By) B. The determinant

of B equals det(B) = N;A. It follows from inequalities (1) that the Euclidean
norm of b has the estimate

b] < V2N A
5
If A< D?/Ny, then
1 1

— <
D " /NA

1A
b < % = V2NA = /2 |det(B)] ,

i.e. b is a short vector of the lattice £(B). If a heuristic assumption that b is
the single vector with the norm less than /2 |det(B)| holds we may find it by
solving SVP for £(B). The complexity of the method is O (nIn?nInlnn) binary
operations.

Notice that any PACDP with inputs Nj, No,mA, D for some m € N may
be reduced to 2m — 1 cases of PACDP with inputs Ny, No — Ay, A, D, where
01 € (—m,m). For this aim we divide 6 by A forming a quotient §; (with
rounding towards zero) and remainder Jy (Jp has the same sign as §), i.e. get
representation § = Ad; + g, where |dg| < A and |§1] < m. Therefore the
bounds for A in the three methods described above may be increased by m times
with proportional growth of complexity.

Another method of solving PACDP under condition A < mD?/N; was
introduced in [6]. This method is based on continued fractions technique and has
complexity O(mnlnmlnnlnlnn) binary operations provided m = O (n).

and
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Here we describe a new method which works under the same condition
A < mD?/Njp, butis Inm times faster than one of [6]. It follows from (1)
that the vector (B2, By) is a solution of a system of integer linear inequalities

Vi < XA < Vo, (2)

where

v _(_NlA 0) v _(NlA &) A — —N10
1= D: ) 2 = D’D ; - N21

and x = (z,y) is a vector of unknown variables.
The solution of the system (2) in geometry of numbers terms is equivalent to
finding all points of a lattice

L= {(—Nl,O)x—i— (Noy D)y | z,y € Z}

inside a rectangle

\a\—,O\b\— .

D D D

N{A N{A N
R:{(a,b)eR2|— 1= Cag 2 <b< 1}

Each point (a,b) € LN R corresponds to a solution of (2) with

Ngb—a
xr=
Ny

y =b.

In the next section we describe the algorithm suggested by J. Franke and
T. Kleinjung that finds all points of two dimensional lattice inside a rectangle.
Using this algorithm one could easily formulate a practical procedure for solving
PACDP provided the number of solutions of the system (2) is small.

Using the Gaussian volume heuristic we may estimate the number of solutions
of system (2) by the number Vol(R)/ det(L), where

2NZA
Vol(R) = D12

is the volume of rectangle R and det(L) = N; is the determinant of the lattice
L. Hence,
Vol(R)

det(L) < 2m

provided A < mD?/Nj.
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In what follows we will use the following assumption.
The rectangle R contains no more than 2m points of the
lattice L.

Notice that for some special lattices and rectangles we cannot use the Gaussian
volume heuristic to estimate the cardinality of their intersection. But in our
experiments all random PACDP fulfill heuristic assumption.

The summary of the methods described above is presented in the table below.

Exponential methods for solving PACDP

Technique | Origin Restriction Complexity
CF [1] A <mD?*/N; O(mn®Innlnlnn)
SVP [4] A <mD?/N; O(mnln®*nlnlnn)
O(mnlnmInnlnlnn)
2
CF [6] A<mD*/N ifn=0O(mlnm)
Copp. [11,[5] | A <mDkem P O(mn?Innlnlnn)
this 2 O(mnlnnlnlnn)
FK paper A <mD7/Ny ifn=0(m)

The method described in this paper is asymptotically faster than methods
based on continued fractions technique and the method based on SVP provided
n = O(m). Here we specify the parameters of PACDP for which the method
of this paper is asymptotically faster than the method based on the Coppersmith
technique. Suppose

logy D > logy, N1 — /logy N7 and A = [leogNl D] -1

Then A < mD'™°8~1 P On the one hand we may solve PACDP using Coppersmith
technique and O (mn?Innlnlnn) binary operations. However it follows from
proposition 1 that
2mD?

Ny
So on the other hand we may solve PACDP using lattice sieving and

A<

O(2mnlnnlnlnn) = O(mnlnnlnlnn)
binary operations.
Proposition 1. Let N,D € N and c € R be such that ¢ > 0 and
log. D > log. N — /log, N.
Then D8~ P < ¢cD?/N.
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3. Algorithm suggested by J. Franke and T. Kleinjung

For k € N and vector v € R* where R is a ring, we denote the i-th
coordinate as v, i € 1,k (ie. v= (v, 0@ ... v®*)). For matrix

_ (=™
A= (a2> € ZLaz,

vectors vi, vy € Z2? and integers I, Is € Z we define subsets of R2:
L(A) ={aix +axy | z,y € Z},
R(vi,v2) = {veR*: v () <0 < v2(i)\ i=1,2},
S(Ii, L) = {veR* I, <vW < L},
LS(A, I, 1) = LIA)NS(I1, I).

Definition. We say that matrix

b
B = (bl) € ZQ}Q

is FK-reduced with parameter I € Z~¢ if:
) —IT<bP <0and 0<bM <1,
2) ¥ >0 and % >0
3) oSV — bV > T,
We denote the set of FK-reduced with parameter I matrices as FK1(Z22).
Proposition 2. Ifmatrix A = (g;) € Za o satisfies the conditions
1) al ) <0 and CL2()>07
2) al >0 and a2( ) > 0,
3) aM 4V <o,
then for any integer I < ]agl) | there exists the unique decomposition A = UB

such that U € Zq 5 is invertible and B € FK(Z232).

Proposition 3. [ B = (E;) € FK1(Zsayz), then for any b € L(B) such that
—I <bW < I and b > 0 the representation b = xby +yby has non-negative
coefficients © >0, y > 0.

Propositions 2 and 3 are proved in [2]. The algorithm 1 is a reformulation of a
reduction procedure from [2].

MATEMATHYECKHE BOITPOCHI KPUIITOT PAOUUN



Approximate common divisor problem and lattice sieving 93

ALGORITHM 1 (FK REDUCTION)

Input: 7 €N, A = (3}) ral’ <0, a >0, a0, a? >0, alP+alV <.
Olltpllt B¢ fIC[(ZQ 2) (A) (B)
1 PROCEDURE Reduce (A, )

b, + ai, by + as
WHILE 1 DO
by« b+ b /6] - b
Ik bV > 1 THEN
by by + [(I = b5")/b{"] - by
RETURN (p1)
by bo + b5 /61V]] - by
iIF b < T THEN
by« b+ [(b = 1)/b] - by
RETURN (p1)

If a lattice basis is FK-reduced with parameter I, then we can successively
enumerate all the lattice points inside a strip of a width I. The proof of correctness
of the algorithm 2 is given in [2].

ALGORITHM 2 (NEXT LATTICE POINT IN A STRIP)

Imput: I1,Io€Z:1, <I19,B€ ]:sz_[l(Zg’g),a € ﬁS(B,Il,Ig)
Output: b € £LS(B,I1,15): 5@ =min{c® |c e LS(B,I1,13),c¢? > a®}
1 PROCEDURE StripNextPoint (B, a, I, I2)

2

3
4
5
6
7
8

1IF a®>1 —bY THEN
b+ a+b;
ELSE IF a® < T, —b%Y THEN
b <+ a+ by
ELSE
b+ a+b;+bsy
RETURN b
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ALGORITHM 3 (NEXT LATTICE POINT IN A STRIP WITH STEP D)

Imput: 11,1, €Z:1, <1y, B€e .7:’(:[2711(2272), ac ES(B,I]_7.[2), DeZ
Output: be LS5(B,I1,15): b =min {c? |ce LS(B,I1,15),c? >aP+D}

1 PROCEDURE StripJumpPoint (B, a, Iy, I3, D)
2 J+a® 4D
3 s« [-bD/det(B)], t b D/ det(B)], b+ a+ sby +thy

4 aF bW =1, — b THEN

5 b+ b+b;

6 IF 5@ > J THEN

7 1 min {[(6@—17) /b7, 6@ =7) /6P ]}, b+ b — b,

8 ELSE

9 I min {[(I; —b®) /6V ], [(T = @) /6P |}, b b +1b,
10 b < StripNextPoint (B, b, I, I5,)

11 ELSE IF bW < I, —b8Y THEN
12 b+ b+ bsy

13 IF 5@ > J THEN

14 L min{[ (6@ =12) /b ], [6@ =) /b2 |}, b« b—ib;
15 ELSE

16 L min { (T2 = 6™) /b |, [(J = @) /657 |}, b < b+ by
17 b < StripNextPoint (B, b, I, I9,)

18 ELSE

19 b+ b+b;+by
20 RETURN b

In the original description [2] of procedure StripJumpPoint steps 7 and 14 are
omitted. In that case the procedure may not work. We prove the correctness of our
version of procedure in the appendix.
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ALGORITHM 4 (LATTICE POINTS INSIDE A RECTANGLE)

Input: A = (g;) ca1 M <0,a,M >0, a§2) >0, agQ) > 0, agl) + aél) <0,
V1,Vy € Z2: R(V1, V) # O
Output: L(A)NR(v1i,v2)
1 PROCEDURE RectAllPoints (A, v1,Vv2)
2 T+wo
B + Reduce(A,vS) —vgl))
b+ |8 /6] by

b < StripJumpPoint (B, b, vgl), vél) , 11%2))

T+ TU{b}
b < StripNextPoint (B, b, vgl), vél))

3

4

5

6 WHILE b® <o{? Do
7

8

9 RETURN T

It is easy to see that the complexity of Algorithm 4 is the sum of complexities
of Reduce procedure, StripJumpPoint procedure, and also the complexity of
StripNextPoint procedure multiplied by the number of iterations of loop 6-8.

4. New algorithm for solving PACDP

Suppose that the natural N; and N are the inputs of PACDP and N; > Nos.
As mentioned in [1] the restriction N1 > N5 is not a limitation at all. If N < N
we solve PACDP with the inputs N; and Ny — Ny - [No/Nq].

If N1 > N5, then the matrix
—-N;1 0
Ny 1

satisfies the restrictions from proposition 2 hence we can apply algorithm 4 to
find all solutions of system of integer inequalities (2). Then we have to check
each solution of (2) for being a solution for PACDP. In practical implementation we
would like to check each solution individually, rather than to collect all the solutions
in memory. This leads to the following algorithm for solving PACDP.
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ALGORITHM 5 (PACDP)

Input: N1, N2, A, D, m — natural numbers such that N1 > Na, A < mD?/N;

Output: W C N2 — a set of pairs (B1, Bs) such that Ny = AB1, No = ABy+§
with A > D, |§] < A

1 PROCEDURE SolvePACDP (N1, N2, A, D, m)

2 A () vie (-501,0) va = (PR TR)

3 W+

4 B+ Reduce(A,vgl)—vgl))

5 b [0/ by

6

7

8

9

b < StripJumpPoint (B, b, vgl), vél),vf))
FOR i=1,2,...,2m DO
IF 5@ | N, THEN
By« b® By« %1_,,(1)
10 W<+ WU{(B1,B2)}
11 b < StripJumpPoint (B,b,vgl),vél))
12 RETURN W

Algorithm 5 is correct for inputs satisfying the Assumption. Let n =
max{[ln N1], [In No]}. The complexity of step 4 is O(n?) binary operations (the
Euclidean algorithm). The complexity of loop 7-11 is O (mnlnnlnlnn) binary
operations. Therefore we obtain the following total complexity estimate.

Propositiond. [f n=0(m), then the complexity of Algorithm 5 is O(mnInnlnlnn)
binary operations, where n = max{[In N1], [In No|}.
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A. Proof of proposition 1

Proof. 1t follows from the condition of proposition that

N
logg o) < log, N.

Therefore
N 2
logy < 1
logy ¢ logy ¢’
Hence,
(1 —logy D)? < logy ¢
or

1+ log?VD < 2logn D +logx Dlogpc.
Divide both sides of the last inequality by log D, then exponentiate:

DlogD N+logy D < D2+logD c

The statement of proposition follows immediately from the last inequality. (Il

B. Proof of correctness of Algorithm 3

Proof. Denote (u,v)=(0, D)A~L. After step 3 the equalities s= ||, t=|v] hold.
Hence, after step 3 the estimates [ — bgl) <bvW < 15— bgl) and b® < J hold.

Suppose b(H) > I, — bgl). We are going to show that the algorithm is correct in
this case (the correctness in the case b(!) < Iy — bgl) may be proved in the same
way). After step 5 the following inclusion holds b € £(B) N S(I1,I2). Consider
the cases b3 > J and b® < J separately.

If after step 5 the inequality () > J holds, then for
L= min {[ (6@ — 1) /6P ], | (6 — 1) /05 1}

the second coordinate of the vector b —[bsy is minimal such that b2 — lbgz) < J.
To see this let us consider the vector b’ such that its second coordinate is maximal
possible satisfying the condition &2 < b2 — lbg). According to Algorithm 2 the
vector b’ is the difference of b — (b, and either by, either by or by + bs. If
b’ =b — (14 1)by, then b3 < J by the definition of . Else
b'=a+sb;+(t—1U)by ('=lorl'=1+1),

hence b2 < J
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If after step 5 the inequality b(®) < J holds, then for
e min { (1 = b®) /b [(7 - 0@) b}

the second coordinate of the vector b+ b is maximal such that 52 + lbgl) < J
To see this let us consider the vector b” such that its second coordinate is minimal
possible satisfying the condition »”(2) > p(2) +lb§2). According to Algorithm 2 the
vector b” is the sum of b+(b; and by or by (or both). If b” =b+ (I+1)by,
then 5 > J by the definition of I. Else b” = a+ (s +1+1)by + (t + 1)by
(' =1 or I'=1+1), hence b"(? > J. Notice that in this case algorithm outputs
b”.

Consider step 18 By the transition condition we have b() + bgl) < I;. Since
the matrix B is FK-reduced with parameter (I — I7), then bgl) > I — Is.
Hence, b < 1 . In the same manner we get an estimate b > 1 1. Therefore
be L(B)NS(I1,I2). Using Algorithm 2 we calculate the next point as on step 19.
After step 19 the estimate 5 > a3 + D holds. 0O
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